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Executive summary

Horizon report
headlines

Introduction

The start of a new decade offers the opportunity to look at the changing risk
environment and consider the key challenges faced by the financial services
industry.
The changes that the world has experienced over
the last 10 years have been enormous, and the
financial services industry has not been immune.
In fact, many would say that it is on the forefront
of change, with incumbent firms facing the need
to fundamentally transform business models
in order to survive. Digitalisation is affecting all
aspects of life, and its effects have reached across
the operational risk landscape. This is particularly
evident in this study, with the ranking of risks such
as information security, cyber and technology as
top current risks and digital disruption and change
as top emerging risks.

Another change seen is the increasing
interconnectedness of risks, not only to each other
but also to changes in technology, geopolitics and
the macroeconomy. This is prompting a need to
rethink conventional risk management, including
moving away from a siloed approach to the
management of different risks.

Indeed, the traditional approach of the Horizon
report in treating each risk category individually
has fallen short in the face of this. We needed to go
further than just compiling our usual lists of the top
current and emerging risks. So, this year the "Risk
in focus" section considers the risks by three key
themes – climate change, AI and resilience.
These themes were apparent throughout the study
and cut across a number of the risks submitted by
participating firms, including risks that didn't make
the top five lists this year. The work ORX has done
on ‘reimagining operational risk’ examines this
phenomenon in more detail.�
This is not to say that more conventional
operational risks have abated. Fraud remains a
significant financial concern, even as it moves
online and begins to be considered as a cyber risk.
Regulators continue to levy significant penalties for
established operational risk events such as AML
breaches and conduct failures, in addition to those
dealing with data security and IT availability. As
such, operational risk functions are stretched more
than ever, with an increasingly complex set of risks
demanding management.

1 https://managingrisktogether.orx.org/op-risk-strategic-development/reimagining-operational-risk

Information security and
cyber is the top current risk
category and also the top
reputational concern
Geopolitical and
macroeconomic risks are
the top emerging risk
Climate change is a key
and growing concern
for participants
The risk of digital disruption is
slowly receding as the industry
starts to adapt to change
Risks are becoming
increasingly
interconnected
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Report findings
Information security and
cyber is the top current risk
by a significant margin

Information security and cyber remained the top risk for 2020,
with participants focusing on a wide range of issues, from
business disruption and malicious attacks to data protection and
innovation. It scored significantly higher than the next ranked
risk, Conduct, and the majority of participants expect it to
continue increasing.

Geopolitical and macroeconomic
risk is top emerging risk
Escalating geopolitical tensions and a lack of confidence in the
macroeconomy push this risk category to top of the emerging
risks, rising from third last year. Responses present a picture of a
world that is teetering on the edge of a crisis as the international
order is challenged, buffeting the financial services industry
from a variety of angles.

Public pressure and regulatory
attention bring climate
change risks to the fore

The Bank of England’s publication of a paper on climate change
and continuing high-profile protests throughout 2019 have made
climate a key issue. Submissions focus on the physical risks as
well as the risks associated with transitioning to a lower carbon
economy, although the relation of transition risks to operational
risk is not yet well understood.

About this report
Digital disruption loses
top emerging spot

A better understanding of the risks posed by digitalisation and
extensive investment in new technology has meant the digital
disruption risk category has fallen to second place this year,
after being the top emerging risk in 2019. Despite this, it still
remains a key concern, and the effects of digitalisation on the
risk environment can be seen throughout all risk categories.

Uncertainty is key driver
of risk significance

A notable feature of key or rising risks is uncertainty. This is
clearly the case for geopolitical risks, where unpredictable
political actors make planning difficult for financial firms.
Complex regulations with unclear wording are another example,
as are the poorly-understood impacts of climate change.

Risks are becoming more
interconnected and traditional
operational risk management
is not suited to manage them

The interconnectedness of risks, driven by digitalisation,
is rendering traditional risk categorisations unhelpful to
understand and manage risk. Many of the concerns highlighted
in the ORX Horizon report this year are thematic, cutting across
multiple traditional risk categories. A “Risks in focus” section
looks at three key risk themes in more detail, examining the risk
categories they affect. In financial firms, new approaches are
needed to manage these risks effectively, with risk managers
needing to understand the interrelated nature of risk causes,
events and impacts. ORX will build on its industry reference
taxonomy in 2020 to support this by exploring cause and impact
taxonomies.�

� https://managingrisktogether.orx.org/operational-risk-taxonomy/orx-reference-taxonomy-2019

This study analyses 412 current risks and 281
emerging risks submitted by 49 ORX member
organisations, consisting of 9 insurers and
reinsurers, and 40 banks.
Each organisation was asked to submit a
ranked list of their top ten current and emerging
operational risks. Participants submitted a diverse
range of risks. To facilitate analysis, they were
asked to identify each risk submission with a
category from the ORX Reference Taxonomy.�
This report is a summary of the full Operational
Risk Horizon report, which includes breakdowns
of top risks by bank, insurer, region and size, a
look at the key types of impact for each risk,
analysis of the submissions for key top and
emerging risks, and the "Risks in focus" section
which covers climate change, AI and resilience.
The full report is only available to ORX members
and institutions that took part in the study.
If you're interested in taking part in the next
Operational Risk Horizon study, please contact
Roland Kennett at roland.kennett@orx.org.

4

Operational Risk Horizon 2020

Top 5 2020 risks

Top 5 emerging risks

1 Information security (including cyber)

1 Geopolitical and macroeconomic

2 Conduct

2 Digital disruption and disintermediation

3 Technology

3 Information security (including cyber)

4 Regulatory compliance

4 Change

5 Financial crime

5 Third party

About the top 5 risk lists

The top five lists are created from our analysis of the operational risks submitted by the financial
institutions that took part in this study. Participants submitted both their top risks for 2020,
and the emerging risks that they thought would have the most impact over the next 3 years.
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Risks in focus

Risk in focus – climate change

Operational risk is evolving,
and we are seeing new risk
trends emerge that affect
many of the traditional risk
categories simultaneously.
This section of the report
examines three of these
trends in detail.

ORX first began to note climate change as an emerging
risk type in our 2019 Horizon study. This year, almost
two-thirds of participants included a risk relating to climate
change in their current or emerging risks, and these
responses account for the rise of this risk category in the
rankings. 2019 seems to mark a real shift in the world’s
response to climate change. Numerous protests by highprofile groups and individuals, such as Greta Thunberg
and Extinction Rebellion, have ensured the issue remains
a hot topic in the media, and governments, regulators and
businesses appear to be responding in earnest.

2019 – a watershed moment for climate change

Physical risks are escalating

Discussion of climate change for risk management
separates the risk into two areas: physical risks and
transition risks. Physical risks, from rising sea levels to
more extreme weather events, include impacts such
as damage to branches or headquarters, and staffing
issues in the event of a disaster. As outsourcing continues
apace, this can intensify the severity of physical risks.
For example, the locations of outsourced services are
frequently in areas more subject to the effects of climate
change. Furthermore, the shift to cloud computing is
creating concentration risks. For example, servers may be
affected by disasters, although there is likely to be backups
in place. The physical risks can also cause financial risks
such as damage to investments or mortgage portfolios
for houses on floodplains. As climate change is likely to
exacerbate these issues, physical security is expected to
increase.

3

Operational risk impacts of transition to low
carbon economy not well understood

Transition risks are less well understood. The Bank
of England’s landmark April 2019 paper3 on climate
change focuses on the financial transition risks. These
encompass risks arising from the transition to a low carbon
economy, such as stranded assets like aeroplanes or fuel
investments, and general market volatility and financial
instability caused by a shift in the fundamental basis of the
global economy. The non-financial risks that could arise
from this transition have not yet been dealt with in any
great details by regulators. However, submissions to the
ORX Horizon study this year support that these impacts
are likely to be wide-ranging and in some cases significant.
The risks include:

• Regulatory

The current focus is on financial disclosures, with the
Task Force on Climate-related Financial Disclosures
(TFCD) leading an international effort to create
standards around this. Regulators are beginning to
make climate-related disclosures a requirement, with
further guidance on other disclosure requirements.
Complying with these regulations has a resource cost
and could lead to regulatory penalties if they are not
met correctly. A developing field of regulation also
leaves room for interpretation, which could lead to
retroactive fines.
In its paper, the Bank of England also begins to talk about
climate-related scenario analysis and stress testing.
We can expect to see this spread throughout the globe.
For example, the EU announced in its Green Deal that it
would launch a sustainable finance strategy in Q3 2020.

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/supervisory-statement/2019/ss319
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The rising need for quantification of climate change
scenarios could lead to model risk, as most climaterelated disaster models are not made specifically
for financial services, and risk managers in financial
organisations may lack the climate-specific skills
required to interpret them. Financial services will
have to work with climate specialists to develop
models relevant to the industry.
Another issue with the implementation of regulatory
requirements around climate change is the uneven
approach across the world. This could translate
to a period where firms in jurisdictions with
tighter climate change controls face competititve
disadvantages compared to firms in more lax areas,
both in terms of regulations around disclosure and in
terms of investment choices.

• Conduct

A shift in the global approach to climate change,
paired with a heavy regulatory focus on consumer
protection, could see conduct issues evolve.
We could conceivably see firms face allegations
of “bluelining”, i.e. refusing to grant mortgages
for houses in floodplains, which could lead to
penalties. The treatment of a mass divestment
from non-renewable resources could also lead to
conduct issues by regulators keen to protect retail
investors and pension funds. Firms could also face
direct litigation from customers over disclosures,
divestment, or continuing investment in carbonheavy industries.

4

• Reputation

The reputational impact of climate change is a
key concern in submissions this year, both actual
and perceived. Extensive protests in 2019 have
been followed by some financial organisations
promising to divest from carbon-heavy investments
or offer green products. In some cases, these
firms have been accused of “greenwashing”, or
putting on a show of sustainability without making
fundamental changes to their business practices.
Any fundamental change is, however, demonstrably
difficult at a time when the global economy is still
oil-based. This does not prevent protests and media
publications targeting financial firms, which can have
a negative impact on reputation. One participant
also noted that activists can sometimes hold chief
executives personally responsible for these issues.

• Other

Four areas of disclosure
recommended by the TCFD 4

1

Governance around climate-related
risks and opportunities

2

Actual and potential strategic
impacts of climate-related risks

3

Climate-related risk
management processes

4

Metrics and targets for climate-related
risks and opportunities

The transition to a low carbon economy required
in order to meet the goals of the Paris Agreement
to limit global warming will create macroeconomic
changes and other risks that are harder to
understand at this time.

https://www.fsb-tcfd.org/wp-content/uploads/2018/02/SHORT-TCFD-Recommendations-Overview-March-2018-16-9.pdf
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Risk in focus – AI

Automation creates efficiencies but
increases risk across categories

Automation, machine learning and artificial intelligence
are related areas of digitalisation that have the capacity
to transform operating models. This is recognised
by the nearly three quarters of digital disruption
submissions that include these subjects.
Automation will impact a wide range of activities,
including business processes such as trading
or mortgages, internal processes like HR, and
risk management processes such as monitoring
and reporting. It will also change the way external
stakeholders such as suppliers, regulators and clients
function.
These changes offer the potential for large efficiencies,
but submissions highlighted the wide range of risk
categories that will be affected:

Information security and cyber
•

•

The use of AI in hacking. One submission mentions
the threat from deep fakes. Interestingly, 2019 saw
a the first documented fraud case in the UK where
an AI programme mimicked the voice of a CEO
to successfully convince a senior manager of a
subsidiary to transfer EUR 200k5
The ability of legacy infrastructure and systems to
support the requirements of new technology and
the ability of the bank to replace these with new
developed technologies

5

Model risk
•

More widespread use of increasingly complex
models made possible by artificial intelligence
creates more model risk

•

The ‘black box’ issue of making artificial intelligence
decisions clear to regulators

People risk
•

The number of jobs is likely to reduce significantly
in the next 20 years, creating social and ethical
implications in addition to financial

•

According to one participant, only a tenth of the
workforce is adequately skilled to cope with the
changes

•

There is a lack of skills needed to implement
automation, and these skills are also in demand from
other industries

Change
•

The rapid development of this technology and need
to adopt it to remain competitive in terms of offering
and cost increases change risks

Other
•

Unintended consequences, including the
obsolescence of existing controls, complexity in
operations, and the possibility of cascading errors

In 2019, ORX published a whitepaper on the
opportunities for automation within operational risk
management.6

Conduct risks
•

Systemic risk of discrimination and unintentional
bias leading to regulatory penalties and reputational
damage

Strategic and macroeconomic
•

Bankruptcies of companies that cannot adapt to the
changing landscape. This could be financial firms, or
suppliers and clients

•

In securities trading, where automated trading is
already dominant, the risk of volatility and flash
crashes is heightened

https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos-voice-in-unusual-cybercrime-case-11567157402

6

https://members.orx.org/orx-publications/machine-learning-in-op-risk
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Risk in focus – resilience

severity of natural disasters. Geopolitical and
macroeconomic events such as cyber warfare or mass
migration could also put pressure on firms.

In June 2018, the Bank of England published a paper
titled “Building the UK financial sector’s operational
resilience”. This paper proposed a shift in how firms
conceive business continuity, expanding to look at
the stability of the sector as a whole and the ability of
financial firms to provide essential services regardless
of the cause of the disruption. This includes cyber
attacks, infrastructure or third party failures as well as
physical events. Firms are asked to focus more on the
impact to customers and market participants through
managing business services rather than focusing on
systems and processes.7

Risks are recognised, but resilience
as a concept is not yet embedded

Resilience calls for a shift in risk
management perspectives

Resilience encapsulates a wide range
of contemporary risk categories

This change in perspective is closely linked to the digital
transformation of the financial services industry. As
finance increasingly moves online, the global economy
becomes more reliant on the ability of IT infrastructure
to support its smooth running. This of course means
that the impacts of operational risk events such
as cyber attacks or infrastructure failures can be
heightened. Adding to this is the increasing use of third
parties, leading to wide networks of dependencies
that may not be fully understood or that financial
firms may not be able to have complete oversight of.
Concentration risk is another concern.
Resilience is also tied to the risks posed by climate
change, which could increase the frequency and

7

Since the Bank of England’s publication, regulators
globally have begun to adopt the terminology. However,
only around 10 per cent of participants submitted
a risk specifically discussing operational resilience,
suggesting that the concept has not yet been
embedded within firms. Despite this, the rise in the
ranking of technology risks and the continued high
ranking of information security and third party risks
show that firms are mindful of the substance of the risks
enscapsulated within the resilience theme.

Only around 10 per cent
of participants submitted a
risk specifically discussing
operational resilience,
suggesting that the
concept has not yet been
embedded within firms.

https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/consultation-paper/2019/building-operational-resilience-impact-tolerances-for-important-business-services.pdf
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Managing risk
together

Horizon report
contacts

ORX believes many heads are better than one. We’re
here to bring the best minds of the international
operational risk community together. By pooling
our resources and sharing ideas, information and
experiences, we support financial organisations to
manage, understand and measure operational risk.

Roland Kennett
Head of Membership and Service Development

We work closely with over 100 member firms who own
and control ORX on an equal basis to develop practical
tools and a deeper understanding of the discipline.
We set the agenda, maintain industry standards, and
garner fresh insights.

roland.kennett@orx.org
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