
Coronavirus: 
the first 
lessons

Managing risk together orx.org

A view from the 
operational risk 
community

July 2020



2

Contents

Executive summary

Introduction

Coronavirus resources 

The operational risk response to the pandemic 

What worked well

What could have been improved

Lessons as we move beyond the crisis

Conclusion

What’s next?

How operational risk responded to coronavirus

2
4
4
5
6
7
8
11
12
13

Coronavirus: the first lessons

Executive 
summary
We live and work in an 
environment shaped by 
the coronavirus crisis and 
its social and economic 
consequences.  
The operational risk profile of financial 
organisations has changed, and a 
proactive operational risk function is 
imperative as organisations attempt 
to deliver their critical services in 
unprecedented times. 

This report offers some early thoughts 
on what operational risk has learnt 
from the crisis. It is a “first draft” of 
history, and we appreciate that many 
organisations are still dealing with the 
day-to-day challenges of the pandemic. 
Its contents is based on conversations 
with operational risk professionals at 
more than 100 firms, as well as press 
coverage of the pandemic. We reflect 
on what went well, what could have been 
improved and what steps operational 
risk might take after the crisis to improve 
its organisation’s resilience (and its own 
standing within the business).  

Disclaimer: ORX has prepared this document with care and attention. ORX does not accept responsibility for any errors or omissions.
ORX does not warrant the accuracy of the advice, statement or recommendations in this document. ORX shall not be liable for any loss,
expense, damage or claim arising from this document. The content of this document does not itself constitute a contractual agreement 
and ORX accepts no obligation associated with this document except as expressly agreed in writing. ©ORX 2020

https://managingrisktogether.orx.org/coronavirus/operational-risk-coronavirus-how-are-firms-responding
https://managingrisktogether.orx.org/coronavirus/operational-risk-coronavirus-how-are-firms-responding
https://managingrisktogether.orx.org/coronavirus/impact-coronavirus-operational-risk-news
https://managingrisktogether.orx.org/coronavirus/impact-coronavirus-operational-risk-news
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Emerging themes

Coronavirus: the first lessons

What went well 
Operational risk leaders have reacted fast and helped keep businesses going 
thanks to their flexibility and agility, all grounded in many years of experience and 
their strong relationships with senior business leaders. They have positioned 
themselves as collaborators and enablers, able to inspire confidence and offering 
valued opinions on how to manage risk and controls. 

What could have been improved
Although the response has been impressive, unsurprisingly there have also 
been challenges. In particular, a lack of clarity over the complexity of third party 
dependencies has led to heightened risk and vulnerabilities. In addition, some risk 
tools have bent under the stress. Real-time data has proved hard to come by and 
scenarios were not built around such a severe event. 

Lessons learnt as we move 
beyond the crisis
The risk profile has changed, with conduct, legal, reputational and people risk 
all moving towards the top of the agenda. Operational risk will need to adjust 
accordingly. Some practices that were relaxed during the crisis will need to be 
reinstated, but this is a chance for organisations to evaluate what controls they 
really need as they seize the opportunity to build a more streamlined business-
centric approach to managing operational risk. Three ambitions may well drive such 
change: striking the right balance between agility and assurance, maintaining 
operational risk’s role as a valued and trusted partner to the business, and 
building a risk culture that finds the middle ground between people and processes.

As organisations start to look past the immediate crisis to what lies beyond, we 
conclude with some thoughts on what topics the operational risk community can 
collectively explore and some ideas that may help guide those conversations, from 
collecting only the data needed to make effective commercial decisions, to keeping 
employee resilience top of mind.

Went well...

Could have been improved...

Reacted 
fast

Kept business 
going

Became collaborators 
and enablers

Clarity over 
third party 
dependencies

Resilient 
risk tools

Real-time 
data

Scenarios built 
around extreme 
events

Lessons for the future...

Adapt to 
changing risk 

profiles

Review/refresh 
practices & 
processes

Build a 
business-focused 
op risk framework

https://managingrisktogether.orx.org/coronavirus/covid-risk-review
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Introduction
The world has changed significantly since the start of the year. At ORX we have been working hard to support the 
operational risk community through this pandemic. 
This report offers up some first lessons learnt for operational risk during the crisis 
and we hope it will help operational risk teams evaluate their own performance and 
maintain their momentum. It is very much a “first draft” of history, and we appreciate 
that many organisations are still dealing with the day-to-day challenges of the 
pandemic. 

ORX is in a unique position to offer such an early overview of operational risk’s 
performance due to our ability to connect with such a wide range of member 
organisations. We held 24 weekly group calls over the past three months with 
operational risk professionals at more than 100 organisations, who have generously 
shared their experiences, along with numerous interactions within our specialist 
scenarios service. We have also conducted a snap survey and collated public 
coverage of financial organisations’ responses to coronavirus. 

The industry’s progress has been underlined by its resilience during the recent 
Covid-19 disruption. Almost overnight, the industry has shifted to an entirely new 
way of working, without (so far) suffering a major failure. Even though the crisis is 
far from over, it is possible to start to reflect on what went well, what could have 
been done better and how to evolve operational risk as we pass through this 
immensely challenging period. We believe this experience has put operational 
risk management, and specifically resilience, at the top of the agenda for financial 
organisations, and this fresh exposure is an opportunity for the function to reinforce 
and drive best practice to be fit for the new normal. 

Coronavirus: the first lessons

Coronavirus resources
Helping you manage the ongoing impacts of the pandemic
Since the outbreak of the pandemic, ORX has been producing coronavirus-related 
resources to support our membership and the wider operational risk industry. From  
reports to news roundups and discussions to videos, our resources have been made 
freely available to help operational risk teams through this situation.

Visit managingrisktogether.orx.org/coronavirus to explore our resources.

http://managingrisktogether.orx.org/coronavirus
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Coronavirus: the first lessons

The operational risk response to the pandemic

The early stages of the crisis tested 
the operational resilience of 

institutions and their third party 
providers. Organisations reprioritised 
activities, often postponing strategic 

projects and focusing on ensuring 
key services were maintained.

Operational risk teams continued to play 
a central role in the crisis. Teams were 
acting in real time, amending controls 
and supporting the implementation of 
new tools and techniques. The role of 

operational risk had changed, becoming 
more involved in decision making.

Business continuity strategies were 
successful in managing a transition 

to remote working, and key operating 
activities continued to be broadly stable. 

Global institutions learnt from their 
operations in Asia and Italy. Operational 
risk teams were challenged by a rapidly 

changing risk profile. In particular there 
were increases in cyber, information 

security and fraud risk.

Operational risk teams are considering  
“the new normal”, including what  

processes/tools to keep and what to revert. A 
specific focus is on the people risk of continued 

remote working. Also, starting to think about 
future risks such as conduct risk, restarting 
strategic projects and how operational risk 
practice might change in the future due to 

the impact of the coronavirus.

Months 1-2 Months 3-4

Months 2-3 Months 4-5
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What worked well
As the extent of disruption became clear, operational risk leaders had to react fast. That organisations have kept 
functioning is testament to the efforts of these professionals and the groundwork they have laid over recent years. 
Operational risk has delivered when called upon thanks to its people’s resilience, flexibility and determination.

Three interlinked aspects of this response stand out: the measured agility, the ability to step up as a collaborator and enabler, and the applicability of knowledge and 
experience accumulated over time.

Agile but 
controlled

As the crisis unfolded at an alarming speed, 
operational risk was thrust into the limelight and had 
to rapidly reprioritise. There has been no time for 
traditional retrospective, granular reporting. Instead, 
many organisations have focused only on tools that 
could deliver dynamic reporting and monitoring. 

By taking a flexible and agile approach, and using well-
established relationships with senior business leaders, 
operational risk has been able to produce frequent, 
sometimes daily, top-level enterprise-wide views of 
risk built on personal experience and expertise. 

In addition, the function has overseen the streamlining 
of critical parts of the operational approach, enabling 
the businesses to operate more effectively. It helped 
shift thousands of employees to remote working, 
drawing up revised contracts and introducing relevant 
cyber security training such as campaigns to improve 
information security hygiene. There has been a 
substantial additional task of documenting process or 

compliance changes, both enabling an evaluation of 
which measures should be reversed as the business 
moves past the crisis, and ensuring a centralised view 
of any policy and control exceptions. 

A collaborator 
and enabler

The crisis has heightened the operational risk team’s 
role as valued commercial partners. Operational risk 
managers have used knowledge accumulated from 
years of experience, data analysis skills and a deep 
understanding of risk to inspire confidence that they 
are true internal commercial partners. Thanks to its 
speed of reaction and its critical role in supporting the 
business, operational risk has gone from sometimes 
being seen as a hurdle to now being seen as an 
enabler that creates value. No longer merely passive 
data recorders, the business is moving towards 
seeing operational risk as a better partner with valued 
opinions on what controls can be relaxed and for how 
long.

Knowledge and 
experience

Ultimately, the experience of operational risk has 
helped keep their organisations intact as the crisis 
has progressed. Some framework elements have 
been very valuable: the principles of working through 
scenarios, running workshops to identify critical 
processes and, perhaps most importantly, engaging 
with the first line, have all contributed to keeping the 
business running. The pandemic has also shown 
that the frameworks do not work without people. The 
business needs an effective operational risk team that 
has the skills, experience and confidence to be a vocal 
and active partner, and that has learnt the lessons 
from previous crises.

“The pandemic highlights how important the 
scenario process is and raises the bar. We 
can get more traction and interaction with 
first line risk takers than ever before.”
Member quote from coronavirus discussion calls
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What could have been improved
Coronavirus is the biggest test of 
operational resilience the financial 
services industry has encountered, so 
it is not surprising that some elements 
of operational risk management have 
underperformed. 
People, rather than processes, have been paramount; 
and business has continued, even if business 
continuity plans had not been designed to cope with a 
pandemic on this scale. 

Operational risk professionals 
have been forced to be resilient, 
adapt and flexible to ensure that 
critical services are maintained, 
though risk leaders are starting to 
see the long-term toll of increased 
working hours and greater stress.

There have been two core challenges that many 
organisations have struggled to meet. The first is an 
insufficient understanding of some critical processes 
and third party dependencies. The second is that 
some established tools have failed to meet the 
business’s requirements under this intense stress.

Critical 
processes and 
third party 
vulnerabilities

In the early stages of the crisis, organisations’ 
immediate focus was to maintain key services and 
operations, yet although most knew which services 
were truly critical – including those operated by third 
parties – operational risk discovered that the business 
lacked data and visibility on the full complexity of third 
party relationships, let alone of the extended supply 
chain, which often includes fourth parties. 

Suddenly, organisations had to support third parties with 
working from home arrangements. Aside from some of 
the immediate practical challenges of ensuring access 
to networks from home, this has led to a dramatically 
heightened cyber security risk, again especially for third 
parties, which has led to vulnerabilities that need to be 
addressed and changing legal agreements. 

There remains concern over poor visibility of compliance, 
control, and process changes as well as questions 
around the concentration risk of third party providers. As 
the disruption continues, firms are now actively assessing 
the resilience of supply chains, evaluating fourth parties 
and other dependencies. Longer term, the focus will shift 
to assessing the financial viability of third parties and the 
cost benefit of outsourcing compared with alternatives 
such as near-shoring and insourcing. 

Tools struggle 
to meet the 
needs of the 
business

Some operational risk tools have not worked well 
under the intense stress triggered by coronavirus. 
GRCs are built for governance not live data, so it has 
been hard to get real-time information just when 
business leaders have most needed it, and system 
workarounds can be incomplete. Speed has been 
the priority over perfect data, and these tools have 
struggled to keep up. Similarly, point-in-time framework 
activities such as RCSA do not help manage a crisis. 
They give a static snapshot when managers need a 
constantly updating view.

Scenario analysis is the primary tool within the 
operational risk framework that businesses use to 
understand their exposure to extreme and rare events, 
particularly where there is limited historical experience. 
Although, as we mentioned above, the understanding 
of how to use scenarios has been helpful, very few 
organisations had scenarios that reflected the severity 
of the pandemic.



8

Coronavirus: the first lessons

Lessons as we move beyond the crisis
Even as organisations continue to grapple with the day-to-day requirements of the crisis, there remain opportunities to 
reflect on the lessons to be learnt and to plot a course for operational risk as we move ahead.  

Although the operational risk function has 
undoubtedly performed well during these challenging 
times, it is only by learning from the successes and 
opportunities to improve that it will maintain its profile 
as a valued commercial partner to the business.

The relative importance of different elements of 
operational risk has already changed, and this shift 
of emphasis will require careful management. In 
addition, there is work to do both in unwinding some 
of the changes rapidly adopted during the crisis and in 
updating and upgrading operational risk management 
to make it agile enough for the challenges that lie 
ahead.

What will change
Organisations’ risk profiles changed rapidly during the 
coronavirus pandemic. Conduct, legal, reputational 
and people risk have all risen up the risk agenda to 
take their place alongside more traditional concerns 
such as business continuity, fraud, cyber, transaction, 
information security, model, and third party risk. This 
new prioritisation is likely to persist for some time.

Conduct, in particular, is emerging as a potential 
long-term risk. As processes have been streamlined 
in order to give customers the help they need, for 
example, through payment holidays or government-
backed financial support, there is concern that some 

controls may have been bypassed for the sake of 
speed. The resulting risks could be exacerbated if a 
prolonged macroeconomic downturn stokes public 
and political antagonism towards the financial services 
industry. This could lead to lasting reputational 
damage if firms are deemed to have acted in a way 
that does not benefit society at large. 

People risk will also continue to evolve as 
organisations establish remote working norms. 
Teams that are less connected could underperform 
and employees could have less job satisfaction, 
with implications for loyalty and turnover. Visible, 
compassionate leadership will be important if remote 
working patterns persist in the long term.

What should change
Inevitably, there will be work to do to unwind practices 
that have been adapted to the crisis. But there will 
also be an opportunity to refresh some practices, to 
review and remove redundant processes and to build 
a better, more sustainable streamlined operational risk 
framework that is resolutely business-centric. 

 “Outlining a narrow set of process and 
control exceptions for Covid-19 related 
changes, and creating a centralised 
log of these, can help organisations 
keep on top of managing the crisis.”
Member quote from coronavirus discussion calls
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Reverting to life pre-crisis
Streamlining processes and relaxing controls may have been an imperative during 
the pandemic, but the new setup should not be construed as best practice in 
all circumstances. Following an assessment, the appropriate changes will likely 
be reversed, while maintaining a centralised view of exceptions that provides an 
aggregate perspective of how the control environment has changed. 

It is similarly important to understand where resilience has been undermined by the 
crisis and how to respond. Baseline activity, such as RCSAs, combine to provide 
a solid foundation for value-added operational risk and to satisfy regulators. They 
should, of course, be reviewed for areas of redundancy but they should be maintained 
and refined so that the foundations of organisational operational risk can continue 
to be improved. Being ruthless with what should and should not be kept will help 
demonstrate to the business that operational risk is serious about keeping its role as a 
valued partner. 

Refreshing the risk 
operating model 
As the business and operational risk sit down together and reflect on how to move 
forward, three interrelated outcomes should be at the top of their agenda: 

1. Striking the balance between agility and assurance

2. Enhancing operational risk’s role as a valued and trusted vocal partner 
to the business

3. Building a risk culture that finds the middle ground between people  
and processes

We would expect all three to be influenced by broader cost concerns that will likely 
affect all financial organisations.

Striking the balance between 
agility and assurance to 
address shortcomings 
The traditional approach of relying on administrative processes to register risks 
and their controls, assess them, and create inventories of the issues and actions is 
expensive and has proved insufficient when put under severe stress. 

The agility of operational risk 
teams during the pandemic has 
been built upon solid foundations 
of risk practice developed over 
the last decade, but operational 
risk will need to adopt a new 
two-pronged approach. 

On one side, it needs to demonstrate flexibility and dynamism so it can react fast to 
major challenges. But on the other, it must not lose the robust risk analysis that laid 
the groundwork for action. 

In addition, as financial organisations continue to embrace digital transformations, 
they will expect more real-time risk management and dynamic insights. This will 
require the function itself to adopt new technologies and use micro-operating data, 
which will add considerably to operational risk management’s toolkit.
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Enhancing operational 
risk’s role as a valued 
and trusted vocal 
partner to the business
As organisations return to more normal working 
patterns, operational risk teams must be proactive and 
seize the opportunity to stay central to the business. 
An operational risk team that can ground itself in data, 
remove redundant processes and emphasise rapid, 
smart decision making stands a far greater chance 
of being welcomed as a vocal partner to the first 
line of defence and a practical business enabler of 
commercial decisions. 

Building a risk culture 
that finds the middle 
ground between 
people and processes
The crisis offers an opportunity to strengthen the 
risk culture across the organisation. The pandemic 
has given people a clearer understanding of what 
operational risk does, therefore this may be the perfect 
time to reinforce that a strong risk culture is not simply 
about compliance, but rather about behaviours that 
enable the business to prosper.

Within the function itself, there is also an opportunity 
to reset. 

Operational risk may have become  
too focused on ensuring the  
processes are in place; the crisis 
has shown that if you empower 
skilled people, they are likely to 
make sensible decisions quickly. 

This balance between process and people needs 
to be reviewed objectively, embracing the tools and 
techniques built up over recent years, removing 
redundant processes and controls, and refining the 
value-added approaches that have worked well during 
this pandemic. 

Supervisors will have legitimate concerns about 
removing all processes, but determining which 
processes have real commercial value will support  
an agile, decisive operational risk function. 

Data

Agility

People

Collaborator and enabler

Partnership Experience

Dynamic
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Conclusion
At the start of the crisis, the 
effort was on shoring up the 
resilience of key services. 
As we settle into this new 
environment, different risks 
are coming into focus and 
new practices are emerging. 
Alongside our members, ORX is starting 
to investigate where the next significant 
risks could be building and how the 
industry can best respond. These may 
include the people, conduct and legal risk 
mentioned in this report, alongside risks 
that could arise due to transformation 
projects that have been put on hold.  

There is also a growing awareness 
that significantly fewer operational risk 
losses have been reported than usual 
in the preceding three months. These 
challenges will need to be met head-on 
by the operational risk community as 
we continue to work in an environment 
disrupted by the crisis.

“We are actively asking what are we missing and what will 
have long-lasting consequences? Past crises tell us that 
true impacts may not be seen for long time afterwards.”
Member quote from coronavirus discussion calls

“Volumes and values of operational risk losses have 
been surprisingly little. But we are currently being very 
careful on fraud, particularly internal fraud, as events 
usually surface after a while and can be significant.”
Member quote from coronavirus discussion calls

“There is a feeling that we are in this together, facing 
something we’ve never experienced before, so we are 
all stepping up and turning things around quicker. Now 
is the time we need to take operational risk seriously.”
 Member quote from coronavirus discussion calls
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What’s next?
As operational risk leaders think about what actions to take to support and enable their organisations to move forward, how to build on their successes, and how to avoid 
slipping back into their traditional and somewhat passive role, we wanted to offer some initial thoughts on what may be important points to consider and we look forward to 
exploring these within the ORX community.

Grounding decisions in data... but recognising that data should support rapid decision-making, not hinder it

Collecting only the data needed... “nice to have” data is the same as “waste of time” data

Reviewing controls regularly... and removing any that are redundant (with one eye on financial constraints)

Engaging with the first line of defence... is essential (and made easier when everything operational risk does supports 
commercial decision making)

Investing in scenarios... as they will be more important than ever

Stepping up... while toolkits, policies and frameworks matter, the confidence to be an active 
commercial partner is invaluable

Thinking about the people... long-term resilience of employees is the next challenge; it is these employees 
whose hard work and flexibility helps cope with the unexpected

Coronavirus: the first lessons

1
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How operational risk responded to coronavirus

Successes

Agile
• Became skilled at agile risk management (controlled agility)
• Triaging, expediting and in some cases slimming the framework, but documenting process changes for potential future unwinding
• Most are carefully evaluating whether to revert to previous controls, or whether the disruption has forced them to optimise

Active and  
dynamic

• In many cases, operational risk has assumed the role as the ‘arbitrator’ on control environment changes
• Ranging from a passive role, which captures and records changes, to more active roles of suggesting and/or agreeing what 

controls can be relaxed and for how long
• This has meant moving from retrospective, static risk management to a dynamic approach

Collaborator  
and enabler

• There has been widespread evidence of closer collaboration with the business, working together for a common cause
• A higher profile for operational risk, and a changed/elevated role as an enabler in a crisis

Using appropriate tools 
for managing in an 
uncertain environment

• Good scenario analysis has been shown to be an important risk management tool, particularly from resilience and business 
continuity planning perspectives

Crisis  
management

• Business continuity plans were essential during the pandemic, with thousands of employees successfully transitioning to remote 
working as social distancing restrictions have come into force

• Key operating activities continued and were broadly stable

Third party  
support

• There has been an increased collaboration and communication with suppliers, allowing a better understanding of their business 
and how firms can partner better with them in the future (though still work to be done)

Adapted monitoring  
and reporting • Timely pertinent information was reported to senior management more rapidly, becoming more central to decision making
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How operational risk responded to coronavirus

Improvements

Criticality not  
well understood

• Identifying truly critical processes and controls has proved difficult
• The complexity of third party relationships was not fully understood and there is still a concern over their ongoing supplier 

viability, poor visibility of compliance, control, and process changes within them
• Understanding of which third party services are critical and the concentration of providers was not detailed enough

Rigid systems  
and framework

• Getting real-time risk management information was difficult
• GRCs are built for governance not live data
• System workarounds are not a long-term solution and can be incomplete 
• Point in time framework activities (e.g. RCSA) do not help manage a crisis

Streamlining the 
framework

• Has streamlining risk processes gone too far during the pandemic? 
• Some concern over thoroughness and whether deferred activities will (and should) return

Dynamic, forward  
view lacking

• Scenarios are increasingly recognised as a risk management tool, but without well-developed forward measures for operational 
risk, there is a sense that exposure has changed but is not yet evidenced

Understanding  
the impact of  
future risks

• Concerns that conduct in particular may feature more as a risk due in part to the speed of change and necessary response 
during the pandemic
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Powering effective operational risk
ORX is the largest operational risk management association in the 
financial sector. 
Since 2002, we’ve been committed to working closely with our members to improve the management 
and measurement of operational and non-financial risk. 

Initially set up to provide a global platform for the secure exchange of high-quality loss data, we now 
offer much more this. As well as accessing our data services, becoming a member of ORX lets you take 
part in studies and initiatives focused on operational risk and collaborate with fellow experts.

In addition to ORX Membership, we provide a variety other services and resources for the wider 
operational risk community to benefit from.

Find out more about us at www.orx.org

Report 
contacts
Simon Wills
Executive Director
simon.wills@orx.org

Mark Cooke
Industry Advisor 

Dr Luke Carrivick
Director of Research and Information
luke.carrivick@orx.org

Esther Renfrew
Head of Risk Management
esther.renfrew@orx.org

Simon Johnson
Research Manager
simon.johnson@orx.org

Coronavirus: the first lessons

http://www.orx.org



