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Overview
ORX is currently developing a cyber and information security risk (CISR) 
management programme. As part of this, we surveyed 25 financial institutions to 
establish where cyber risk management responsibilities sit across the three lines 
of defence, and to identify those areas where there is confusion.

We asked participants to tell us where responsibility currently sits for 24 specific 
risk management activities. We wanted to see how responsibilities and roles are 
currently distributed, and then work together to develop a model that could reduce 
confusion and add clarity. The distribution of responsibilities on page 5 is the result 
of this work and we hope it will provide useful guidance for the industry.

Key findings
• 100 per cent of participants operate 

a three lines of defence model
• Second line of defence CISR teams 

are typically 3-5 people
• Operating models have been in 

place for between one and ten 
years, and are continuing to evolve

Top challenges identified
• Including a 1.5 or 1B line in the three 

lines of defence model leads to 
confusion over responsibilities for 
the first and second line

• A CISO reporting into a CIO may 
create a conflict of interest

• Second line CISR resource is 
scarce, and firms are having to train 
internally to build capacity

• There is a low level of IT knowledge 
on the board, and CISR issues 
can sometimes get lost in wider 
operational risk discussions

Op risk area: 
Material risks 
in focus

Topics covered:

Cyber Information security

This survey and report is part of our 
cyber and information security risk (CISR) 
programme.
As the programme continues to 
build momentum, we are exploring 
opportunities to develop a permanent 
service to support the management and 
measurement of this material risk.
Through the latter half of 2019 we are 
working with a group of cyber risk experts 
from our member firms. We are looking at 
how to respond to two key challenges – 
the availability of relevant data and how to 
compare and benchmark actual incidents.
Find out more at www.orx.org

Connect with ORX

@ORX_Association

@ORX_association

https://www.linkedin.com/company/5103485
https://twitter.com/ORX_association
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About this report
In July 2019 we surveyed 25 financial 
institutions who are members of 
ORX. The group comprised 17 banks 
and eight insurers, from a range of 
countries. 

The size of the firms also varied. 
Four firms have less than $100bn of 
assets, nine have between $100bn 
and $500bn of assets, and 12 have 
over $500bn of assets.

Distribution of financial institutions that took part in 
this survey

Institutions by 
asset size

17 
banks

8 
insurers

Institutions by sector

Institutions by region

Less than 
$100bn

$100bn to 
$500bn

Over 
$500bn

4 9 12

Europe
17

North America
5

Africa
3
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Four main challenges 
Our survey identified four main challenges that firms are currently facing. The 
ORX CISR community are now working together to agree approaches on how the 
industry could best overcome them. The roles and responsibilities matrix on page 
5 is the working group’s suggested solution to the first problem we identified – 
confusion over roles and responsibilities in the lines of defence.

All survey participants operate a three lines of defence 
model, and 68 per cent of them think their model is well 
established and embedded.

However, we observed some degree of variation in the 
distribution of CISR responsibilities across the three 
lines in the firms we spoke to. This indicates that, in 
practice, the three lines of defence model is not always 
straight-forward to operate for a developing risk area 
such as CISR. 

Participants agreed that there is work to be done to 
clarify responsibilities between the first and second 
line. With input from participants, we have created a 
suggested distribution of responsibilities on page 5.

In addition to this, we found that 60 per cent of 
participants operate a ‘1.5’ or ‘1B’ line situated between 
first and second line. Participants almost unanimously 
agreed that a 1.5 line increases confusion over roles 
and responsibilities. In particular, it can reduce clarity 
on independent oversight and reporting, as well as 
potentially reducing first line risk ownership, because 
these roles may not be clearly defined. 

The responsibilities 1.5 lines commonly take on are a 
mix of those which would otherwise belong specifically 
to either the first or second line, including:

• Identification and assessment of cyber risks
• Deciding on the remediation actions and who 

approves the mitigation plans
• Validating the robustness and effectiveness of 

controls through assessment, testing and reporting
• The measurement of cyber risk, including the 

evaluation of cyber risk metrics and indicators at 
local level

• Training/education

As seen in figure 1, the inclusion of a 1.5 line increases 
confusion. Our suggested distribution of responsibilities 
(see page 5) helps to reduce this and adds clarity.

This being said, a small number of firms felt that a 1.5 
line is helpful as an extension to the 2nd line. The 1.5 
line is usually introduced for reasons of practicality, for 
example small CISR management teams in the 2nd line.

Participants noted that some regulators are driving 
change in this space to remove this line to ensure 
clarity, oversight and impartiality. We expect to see the 
1.5 line become less common as practice matures.

1  A 1.5 line causes confusion over roles and responsibilities

Figure 1. How the 1.5 line adds 
confusion, and how our suggested 
distribution provides clarity

71%  
activities 

with cross-
over

Percentage of activities with cross-over 
between the lines with a 1.5 line

29%  
activities 
with clear 

responsibility

Percentage of activities with cross-over 
between the lines without a 1.5 line

46%  
activities 

with cross-
over

54%  
activities 
with clear 

responsibility

Percentage of activities with cross-over 
between the lines using our distribution

25%  
activities 

with cross-
over

75%  
activities 
with clear 

responsibility
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2  A CISO reporting into a CIO may 
create a conflict of interest

Our survey indicated a wide degree of variation in the 
reporting lines operated by participating firms. The 
most frequent in the first line, however, was the Chief 
Information Security Officer (CISO) reporting into the 
Chief Information Officer (CIO). This was the case for 28 
per cent of participants.

Participants noted that this may compromise 
independence and impartiality. For example, a CISO may 
identify issues within their own department, creating a 
potential conflict of interest and preventing them from 
delivering their mandate effectively. This is less likely to 
happen if they report to a role with greater impartiality.

Our working group discussion challenged whether 
this reporting role should sit inside technology. The 
alternative is the CISO reporting outside of this area to 
a CRO, or even the CEO, in order to reduce conflict.

3  Second line CISR resource is 
scarce

The results of the survey showed that CISR resource 
is scarce in the second line. As figure 2 shows, second 
line CISR teams tend to be much smaller than first 
line teams, and are often less than five employees. On 
average, 20 per cent of a firms’ CISR employees sit in 
the second line, with 56 per cent concentrated in the 
first line.

Participants commented that it is particularly difficult 
to find resource with second line CISR skills and 
knowledge. Firms are primarily using internal training 
to create specialists due to the limited availability of 
external training specifically aimed at the second line 
skills needed for CISR. Furthermore, participants said 
they are also finding it difficult to retain staff. 

4  Board-level CISR knowledge is 
low

Only 13 per cent of survey respondents have a CISR 
specialist on their board. Participants saw this as an 
issue, and would like to see this increase. However, 
discussions indicated there is generally a limited 
appetite at board level to do this. Participants agreed 
that, at a minimum, there is a need to have a person 
with IT knowledge on the board, if not a CISR specialist.

Worldwide, there are currently no regulations which 
require a CISR specialist on the board. In the 87 
per cent of firms without a specialist on the board, 
the board engages with specialists through regular 
reporting, training, deep dives and via the C-suite (CRO, 
CISO, CIO and COO) and sub-committees (e.g. security 
risk committee).

Survey discussions also noted that CISR issues 
can sometimes get lost in wider operational risk 
discussions, although they are of high importance for 
the board. The group felt that in the future, CISR may 
become a less distinct risk and be included within the 
wider umbrella of resilience. 

Figure 2. Number of people 
responsible for CISR in 1LOD

Figure 3. Number of people 
responsible for CISR in 2LOD

“All survey participants operate a 
three lines of defence model, and 68 
per cent of them think their model is 
well established and embedded.”
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1LOD activities
• Designing and managing the operation of CISR 

controls
• Deciding on the remediation actions and approval 

of mitigation plans
• Measurement of CISR including the evaluation of 

CISR metrics and indicators at local level
• Ongoing identification and assessment of CISR 

events/incidents
• Accepting risks over certain thresholds at group 

level
• Ongoing identification and assessment of CISR/

CISR incidents
• Accepting risk over certain thresholds at local 

level
• The identification and assessment of CISR
• Maintaining the local risk register and ensuring it 

is kept up to date

2LOD activities
• Designing and owning CISR related frameworks, 

methodologies and taxonomies
• Defining and owning the suite of metrics and 

indicators for CISR monitoring at group level
• Reporting and escalation of CISR and related 

incidents to supervisors/regulators
• Providing challenge and oversight of CISR related 

controls and mitigation action plans including 
assessment results

• Oversight of identification and assessment of 
CISR 

• Defining and owning the suite of metrics for CISR 
monitoring at local level

• Writing and owning overall CISR policies
• CISR Insurance

3LOD activities
• Providing independent assurance of CISR related 

controls and mitigation action plans
• Providing independent review and assurance 

of the governance and management of CISR 
activities

1LOD-2LOD cross over
• Developing and providing cyber risk education and awareness initiatives

• Accepting risk over certain thresholds at group level

2LOD-3LOD cross over
• Providing challenge of CISR assessment results

• Providing challenge of CISR metrics and indicators and the CISR profiles
• Providing oversight of CISR related controls and mitigation action plans

1LOD, 2LOD & 3LOD cross over
• Control effectiveness validation, via assessment, testing and reporting 

Distribution of CISR responsibilities across the 3LOD
Participants agreed that there is work to be done to clarify CISR responsibilities across the three lines of defence. Working 
together, we’ve drafted a suggested distribution of activities across the three lines based on our survey results and working 
group discussions. The working group agreed that typically a few activities would continue to sit across the lines.



Contact communications@orx.org to find out more

- Share cyber risk data with firms from around the world
- Take part in industry-leading research studies
- Improve your understanding of cyber risks
- Learn from experts and peers
- Be part of a cyber risk community

Coming soon...
A service from ORX to help you manage cyber and 
information security risk

The year in cyber risk*

71
events

28
countries

$443m
loss amount

*stats taken from ORX News service, 1 January-16 September 2019. Find out more at www.orx.org
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Managing risk together

ORX believes many heads are better than 
one. We’re here to bring the best minds of the 
international operational risk community together. 

By pooling our resources, sharing ideas, 
information and experiences, we can learn 
how best to manage, understand and measure 
operational risk and become less vulnerable to 
losses. 

We work closely with over 90 member firms to 
develop a deeper understanding of the discipline 
and practical tools. We set the agenda, maintain 
industry standards, and garner fresh insights.

ORX is owned and controlled on an equal basis by 
its members.

For more information about ORX, visit our website 
at www.orx.org

Contacts

Steve Bishop
Head of Risk Information and Insurance, ORX
steve.bishop@orx.org

Melanie Lavallin
Senior Research Manager, ORX
melanie.lavallin@orx.org

@ORX_Association

@ORX_association

www.orx.org

https://managingrisktogether.orx.org
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