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Email accounts of Bank of Italy's former executives allegedly
hacked using malware
On 10 January 2017, the Italian police arrested two siblings for allegedly hacking about 20,000 email accounts, including those of two former executives of
the Bank of Italy.
The two siblings, Giulio and Francesca Maria Occhionero, resident in London but legally domiciled in Rome, are charged with procurement of information
about state security, unlawful access to IT systems and illicit interception of communications and telecommunications.
The investigation, which was launched in March 2016 further to a security expert receiving a suspicious email, was carried out with the help of the Federal
Bureau of Investigation (FBI). It underlined that the Advanced Persistent Threat (APT) hacking attack was managed through a malware called
EyePyramid. The malware sent out an email with an attachment that infected the receiver’s email account upon opening. The malware then stole
information contained in the emails as well as the user’s password via a keylogger, which records all keystrokes made on an infected computer.
Most of the data was stored by the hackers in computer systems in the United States. The emails accounts and relevant passwords were in folders
labelled with different nicknames according to the category of the stored data.
According to Roberto di Legami, head of the specialised cyber-crime unit that conducted the investigation, there is no evidence that the information had
been sold to a third party or used for blackmail. However, formiche.net suggests that the gathered information was used to carry out favourable
investments by Giulio Occhionero.
Il Sole 24 Ore and La Repubblica underlined that from 2011 to August 2016, the hackers accessed over 18,327 usernames, but only obtained the
password of 1,793 accounts. Amongst them are addresses of people related to the Italian financial and political world.
The accounts the hackers attempted to access include the accounts of Fabrizio Saccomanni, former governor of the Bank of Italy, as well as the former
president of the Bank of Italy, Mario Draghi, who is now the president of the European Central Bank (ECB). Only Draghi’s Bank of Italy email account is
believed to have been hacked. The two men were targeted through their Bank of Italy email addresses.
Notably, Giulio Occhionero is an engineer related to the financial world as the owner of Westlands Securities. He was also a quantitative analyst and used
to be a financial advisor for Monte dei Paschi di Siena (MPS). In 2002 MPS used his system for daily trading operations. He is thought to have been a
high-ranking member of a Masonic lodge in Rome. The name of the malware, EyePyramid, is thought to refer to the Eye of Providence, a symbol of an
eye inside a triangle, which is associated with Freemasonry.
As of 12 January 2017, the two siblings are under preventive incarceration under request of the Procurement Office. The investigation is still ongoing to
clarify the number and extent of hacked accounts. Ibtimes.it confirmed on 12 January 2017 that although the hackers had attempted to obtain Draghi’s
and Saccomanni’s passwords, they were unsuccessful. It is unknown whether they accessed confidential information. Also, as reported by
ilfattoquotidiano.it, the two siblings destroyed some of the hacked information. ORX News has reported this story as a story of interest relating to cybercrime.
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